NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIMXCS 1J151 PASMEIIEHMS
HA O®PUIAAJIBLHBIX UHTEPHET-PECYPCAX

C KaxaplM TOJOM MOJOJIC)KM B HWHTEPHETE CTAaHOBUTHCA OoJibllle, a
IIKOJIbHUKM OJHM W3 CaMbIX AKTUBHBIX MoOJib3oBaTened Pynera. Mexnay tew,
MIOMHUMO OTPOMHOTO KOJIMYE€CTBA BO3MOXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
DTa maMgTKa JOJKHA TOMOYb Tebe 0e30IMacHO HaXOAUThCS B CETH.

KomnbrorepHbie BUPYChI

KoMnbioTepHblii BUPYC - 3TO Pa3HOBUIAHOCTH KOMIBIOTEPHBIX MPOTpamw,
OTIIMYUTEIBHON OCOOEHHOCThIO KOTOPOM SIBJSIETCSL CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nmomonHeHue K 3TOMy, BUPYChl MOTYT MOBPEANTH WJIHM MOJTHOCTHIO YHUUYTOKUTH
Bce (haiiyipl U JaHHBIC, TOJKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTO Obliia
3aIlyllleHa 3apakeHHas MpOrpaMMa, a TAaKKe MOBPEIUTh WIN JaKe YHHUTOKUTH
OIEPaIOHHYIO CUCTEMY CO BceMH (aiizamu B 1eJoM. B OOJIbLIIMHCTBE Ciy4yaeB
PacpOCTPaHsIOTCS BUPYCHI Uepe3 UHTEPHET.

MGTOI[BI 3alIUTBhI OT BPCAOHOCHBIX ITPOIr'paMM:

1. Mcnonb3yil COBpeMEHHBIE ONEPAITMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocrossHHOo ycTtaHaBnuBail mnauth (UU@POBBIE 3aIUIaTKH, KOTOPBIE
aBTOMATUYECKH YCTAaHABJIMBAIOTCS C LEJIbI0 JOPAa0OTKH MpPOTpamMMbl) U Jpyrue
OOHOBJICHUSI CBOEW omnepanoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita paspaborumka OC. Ecnum cymiectByeT  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. Pabotaii Ha cBoeM KOMIMBIOTEPE TMOJ TMpaBaMU I[OJIH30BATENs, a HE
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. HWcnonp3ylh aHTUBHPYCHBIE IIPOTPAMMHBIC TIPOJYKTHI  HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub PU3NYECKUIA TOCTYI K KOMIIBIOTEPY JIsl TOCTOPOHHUX JIHIT,

6. Ucnonb3yil BHELIHUWE HOCUTENW WH(POpMAlMU, TaKhe Kak (Quielika, JTHUCK
WK (paia U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He OTKpbIBaii KOMIIbIOTEpHBbIE (ailibl, MOJTYYEHHbIE W3 HEHAJEHKHBIX



UCTOYHUKOB. Jlaxke Te ¢ailnbl, KOTOpbIe MpHUCIal TBOM 3HaAKOMbIHN. Jlydiie yTounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 510 He B Tiepeaun TaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIh OpeHI,
mapka. Eme B 1991 rony HuaepiaHjckass KOMIAHUSI 3aperucTpupoBana OpeH[I
"WECA", uro o6o3naugano cnoBocoueranue "Wireless Fidelity", koropsrii
MepeBOIUTCS Kak "0ecrpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joluia apyras abOpeBuaTypa, KOTopas SBJISE€TCS TaKOu
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO IaHO C
HAMEKOM Ha CTaHJapT BbIciedl 3BykoBoW TexHuku Hi-Fi, uto B mepeBome
O3Ha4aeT '"BBICOKAsi TOUHOCTH'.

Jla, GecrmaTHBIM WHTEPHET-AOCTYN B Kade, OTENIX M adporopTax SBISCTCS
OTJINYHOM BO3MOYKHOCTBIO BBIXOJa B MHTEpHET. Ho MHOrHMe sKCHepThl CUMTAIOT,
yto obmienocTynasie Wi-Fi ceTr He SIBISIOTCS 0€30I1aCHBIMH.

CoBeTblI 10 0€30MaCHOCTH PA0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenapaii cBoro JiMuHyr0 HHPOpMaIHio depe3 ooienoctymabie Wi-Fi
cetu. PaboTas B HUX, jKeJlaTeIbHO HE BBOJAUTH MAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yil 1 OOHOBIIAM aHTUBUPYCHBIE MpPOrpaMMmbl U Opanamayep. Tem
cambIM Thl 00€30MacuIllb ce0sl OT 3aKauKH BUPYca Ha TBOE YCTPOICTBO;

3. IIpu ucnonbzoBanuu Wi-Fi otkimtoun pynkuuio "OOmuid 1octyn K ¢gaiinam
u npuHrepam". [laHHas (yHKUuUS 3aKpbiTa MO YMOJIYAHUIO, OJHAKO HEKOTOPHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCTIONIb30BaHUs B paboTe win yueoe;

4. He wucnonb3yit nyonuuasii WI-FI mgis mepenaum JuUYHBIX JTaHHBIX,
HanpuMmep U1l BBIX0JA B COLIMAJIbHBIE CETH MJIN B JJIEKTPOHHYIO ITOYTY;

5. HUcnonp3yit Tonpko 3anmuieHHoe coequnenue uyepes HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-anpeca BBoau uMeHHO "https://";

6. B MoOunpHOM Tenedone orkimoun (yHkiuio "lloakmouenne k Wi-Fi
aBromatuuecku". He nmomyckaili aBTOMaTW4yecKOro IMOAKIIOYEHUS YCTPOMCTBAa K
cetsim Wi-Fi 6e3 TBoero cormiacus.

ConmnajbHbie CeTH



ConmanbHbIe CETH aKTUBHO BXOJST B HAIIly KU3Hb, MHOTHE JIIOU pabOTaIOT U
KHUBYT TaM IOCTOSHHO, a B Facebook yxxe 3apeructpupoBaH MHJUIHApI YeNOBEK,
4TO SABJISICTCS OJTHOW CEeIbMOM BCEX JKUTENIEH IIaHeThl. MHOTHE MOJIb30BaTeNN HE
MOHMMAIOT, YTO HMH(OpMaLMs, pa3MelIeHHAass UMH B COLIMAJIBHBIX CETSIX, MOXKET
ObITh HaliieHa M HUCMOJb30BaHA K€M YIOJHO, B TOM 4YHCJIE HE 00s3aTEeIbHO C
OJIaruMy HaMEPEHUSIMU.

OcHoBHEBIE COBETHI 10 0€30IaCHOCTH B COIIMAJIbHBIX CCTAX:

1. Orpanuyb ciucok Jpy3ei. Y 1e0st B Apy3bsAX HE JOJDKHO OBITH CIIy4alHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuinaii cBoo YacTHyIO xu3Hb. He yka3biBail mapomu, TenedoHsl, aapeca,
JaTy TBOETO POXICHUS U JPYTyl0 JUYHYI0 HH(OpManuio. 3I0yMBIILICHHUKA
MOTYT HCIOJIb30BaTh JaXe HHQPOPMAIMI0O O TOM, KaK Thl U TBOM POJUTENU
MJIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. Bamuimiail CBOIO penyTaiuio - Iep>Ku €€ B YUUCTOTE U 3a/1aBail cebe BOmpoc:
X0Teq OBl Thl, YTOOBI APYrMe TOJIL30BATENIM BHJIEIU, YTO Thl 3arpyxaeuib?
[Togymaii, mpexie 4eM 4TO-TO OMyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Ecnu TBI TOBOpPHUIIB C JIKOJBMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE
peanbHOE UM U IPYTryI0 JUYHYI0 MH(OpPMAIMU: UMsI, MECTO >KHTEJIbCTBA, MECTO
y4eObl U poYee;

5. N3berait pazmemenust gotorpaduii B IHTEpHETE, T/Ie ThI U300paKeH Ha
MECTHOCTH, IT0 KOTOPO¥ MOKHO OTIPECITUTH TBOE MECTOTIOIOKCHHE;

6. Ilpu peructpanuu B COIMATBLHONW CETU HEOOXOJMMO HCIOJIb30BAThH
CJIOXHBIE TApOJIH, COCTOSLIME U3 OYKB U LIU(PP U C KOJUYECTBOM 3HAKOB HE MEHEE

8;

7. Jns  comuanbHOW ceTH, MOYTHl W JIPYTUX CaUTOB HEO0OXOAUMO
UCIIOJIb30BaTh pa3Hble naposn. Toraa ecnu Te0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKA
IOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpaszy.

DJIeKTPOHHbIE IEHbI'H

OJIEeKTPOHHBIC JIEHBIU - 3TO OYEHb YIOOHBIM CHocO0 TmIaTexed, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYHTh 3TH JECHBIH.

3J’I€KTpOHHI)Ie ACHBI'M ITIOABHJIMCH COBCEM HCIAaBHO M MMCHHO H3-3a 3TOI'O BO



MHOTHUX IoCyaapCTBax J0 CUX IMOP HEC ITPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccuu sxe oHM (QYHKIIMOHUPYIOT U O HUX YK€ IMPOMHUCAHO B 3aKOHE, T1Ie UX
pa3iessIoT Ha HECKOJIBKO BHJOB - aHOHUMHBIE U HE aHOHMMHBbIE. PazHuna B TowMm,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOJIUTH Olepanuu 0e3
UACHTU(UKAIINY TI0JIb30BATENS, @ B HEAHOHUMHBIX UJIEHTU(PUKALNS TOJIb30BATEINSA
ABIISIETCS 00A3aTEIBHOM.

Taxxke criemyer pas3nuyaTh dJIEKTPOHHBIE (UATHBIE JI€HbIH  (PaBHbI
rOCyJapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHbIE JACHBIM (HE PaBHBI
roCyAapCTBEHHBIM BAJIIOTaM).

OcHoBHEBIE COBETHI 0 O€30MaCHOM pa60Te C OJICKTPOHHBIMHU JACHBI'aMU:

1. IlpuBsku K c4eTy MOOMIIBHBINA TesleOH. DTO caMblil yI0OHBIA U OBICTPHIi
croco0 BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsizaHHBIN TeneoH MOMOXKET, €Ciu
3a0yJienb CBOM IUIaTEXHBIM MMAapojib WM 3aiJellb Ha CalT ¢ HE3HAaKOMOTo
YCTPOMCTBA;

2. HUcnonb3yit omHopa3oBble mnaponu. Ilocie mnepexoga Ha yCUIEHHYIO
aBTOpu3aIuio Tebe yke He OyneT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BeiOepu cnoxsblii maposb. [IpectynmHukam Oyzner He HpOCTO Yrajaathb
CJIO>KHBIN naposb. HaznexHsle Mapoay - 3TO MapoJiv, KOTOPBIE COAEpKAT HE MEHEE
8 3HAKOB M BKJIOYAIOT B Ce€0S CTPOYHBIE M NPONHUCHBIE OYKBBI, LHUPPHI U
HECKOJIbKO CUMBOJIOB, TAKME KaK 3HAK J0JUi1apa, (PyHTa, BOCKIMIIATENIbHBIN 3HAK U
t.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCIIIb.
DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTUS W MPEAOCTABISIEMBbIE €0 YCIyTH IO
MEPEChUIKE U MOJYYCHHUIO JICKTPOHHBIX COOOIECHHH, KOTOPBIC paclpeesoTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJISIUT
CIICAYIOIIMM 00pa3oM: UMsI_TOJIb30BaTeNsA(@WUMs_JoMeHa. Takke KpoMe repeaadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh TIepeaBaTh (Paiibl.

OCHOBHBIE COBETHI IT0 OE30IMaCHOM pabOTe C IICKTPOHHOM MOUYTOM:

1. Hago BwIOpaTh mpaBUJIBHBIM TIOYTOBBIM cepBUC. B uHTEpHETE €CTh
OTPOMHBIN BBIOOp OECIIJIATHBIX TTOYTOBBIX CEPBUCOB, OJHAKO JIyUIIIE IOBEPATH TEM,



KOTO 3HA€Illb U KTO NIEPBBIM B PEUTUHIE;

2. He yxa3pIBaii B TMYHOM MouTe JUUHYI0 MHpopMmaruio. Hanpumep, myuiie
BbIOpaTh "My3bIKanbHbIN _(panat@" wim "pox2013" Bmecto "temal3";

3. Hcnonp3yil ABYX3TAlHYI AaBTOPHU3ALMIO. DJTO KOTJa MOMHUMO MapoJs
HY’KHO BBOJUTH KOJ, MPUChUIaeMbIid 10 SMS;

4. BoiOepu cnoxHBIN mapoih. s KaXXI0ro MOYTOBOTO SIIMKA JTOKEH OBITH
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecim ectb BO3MOXHOCTH HAIlMCaThb CaMOMYy CBOW JIMYHBIA BOIPOC,
WCIOJIb3YH 3Ty BO3MOXHOCTb;

6. Hcrnonp3yil HECKOJIBKO TMOYTOBBIX SIIUKOB. IlepBbIii [y YacTHOU
MEPENUCKU C aJpecaTamu, KOTOPBIM Thl JOBEPSEHIb. JTO JIEKTPOHHBIA aApec HE
HaJI0 UCIOJIb30BaTh MPU PETUCTPALIUU HA POopyMax U CalTax;

7. He oTkpeiBail Qailnbl U Apyrue BIOKEHHS B NMUCbMax, JaXe €CIU OHU
NPUILUIA OT TBOMX Apy3ell. Jlydille yTOUHM y HUX, OTIPABISIIM JIM OHH TEOE ATH
(aiinbl;

8. ITlocne oxoHuyaHusi pabOTHl HA MOYTOBOM CEPBUCE TMEpei 3aKpPbITUEM
BKJIQJIKU C CAUTOM He 3a0yb HaxkaTh Ha "BoidTu".

Kn0epOy1iimHr Wiin BUPTyaibHOE U3/1€BATEJIbCTBO

KubepOynmnuar -  mpeciefgoBaHWe  COOOIIEHUSMH,  COJIEP KAIUMHU
OCKOpOIIeHMs, arpeccuiro, 3aIyTUBAHUE; XYJIHUTaHCTBO; COIMAITBHOE
OOWKOTHPOBAHUE C TIOMOIIBLIO PA3IMIHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He 6pocaiics B 60it. JIyummii crmoco6: mocoBeTOBaThCS Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOXXHO OOpaTHThCS, TO BHAYaje YCIIOKOUTHCS. EcCim Th
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO emle OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapnsii cBoel kubeppemyTaiuei;

3. AHOHMMHOCTH B ceTu MHHUMas. CylIecTBYIOT CHOCOOBI BBIICHUTBH, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He crout BecTm XynuraHCKuii oOpa3 BHUpPTyaJbHOW >Xu3HU. HTEpHET



¢ukcupyeT Bce TBOM JAEUCTBUSA M COXpaHAET HMX. YAAIUTh UX OyJeT KpaiiHe
3aTpyIHUTEIIBHO;

5. CoOmroail CBOIO BUPTYAJbHYIO YECTh CMOJIOY;

6. WrHopupyii emuHuuHBIA HeratuB. OHOpPA30BBIE OCKOPOHWTEIBHBIE
cooOIIeHusT Jydmie UrHopupoBaTh. OOBIUHO arpeccusi MpeKpamaercs Ha
HayaJbHOM CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COIIMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKHM COOOIIECHUN C
OTIpEJICTICHHBIX a/IPECOB;

8. Ecnu ToI cBuzerens kubepOysuinHra. TBou NeHCTBUS: BBICTYIUTH MPOTHB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHWBAIOTCS HETaTUBHO,
HNOJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTMYECKAass IMOMOIb, COOOIUTH
B3pPOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUSI B CETH.

MooOuibHbId TesedoH

CoBpemeHnHbIe cMapT(HOHBI U TJIAHIIETHI COJIEpKaT B ce0€ BIOJIHE B3POCIIbII
GyHKIIMOHAT, W TEmepb OHHM MOTYT KOHKYPHPOBAaTb CO CTAaIl[MOHAPHBIMHU
KoMmmbioTepamMu. OJTHAKO, CPEJICTB 3aIUTHI IS MOJJOOHBIX YCTPOMCTB MOKa OYEHb
Masio. TecTupoBaHME€ W TIOMCK YSI3BUMOCTEH B HHUX IIPOMCXOAUT HE TakK
WHTEeHCHBHO, Kak 11 1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX MPUITOKCHUT.

CoBpeMeHHbIe MOOMITbHBIE Opay3epbl yKe MPAKTUUECKH JIOTHAJIM HACTOJIbHbBIS
aHaJIOTH, OJHAKO paciupeHue (yHKIMOHAIa BIIEYET 3a CO0O0M OOJBIIYIO
CJ0>KHOCTh U MEHBIIIYIO 3al[UIIEHHOCTb.

I[EUIGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBJ'IGHI/IH, 3daKPbIBAIOIIIUC
KPUTHUYCCKHC YA3BUMOCTHU JJII CBOHUX YCTPOﬁCTB.

OcHOBHBIE COBETHI JI 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He sBiseTcs mo-HacTosmeMy OecriaTHBIM. Byas OCTOpokeH, Belb
Korjia Tebe mpeaaratoT 0eCIUIaTHRIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCITYTH;

Hymaii, npexae dyem oTnpaBuTh SMS, ¢oTto win Bumeo. Thl TOUHO 3HACIIID,
r7ie OHU OYyyT B KOHEUHOM UTOTE?

Heo6xoaumo 0OHOBISATE OMEPAIlMOHHYIO CUCTEMY TBOETIO cMapTQoHa;



Hcnonb3yit aHTUBHPYCHBIE IPOrPAMMBI JJIsI MOOMITBHBIX TeJIe()OHOB;

He 3arpyxkaii mpuiaoXeHHs OT HEHW3BECTHOTO HMCTOYHHKA, BEAb OHU MOTYT
COZIepKaTh BPEIOHOCHOE MPOTrPaMMHOE 00ECIICUCHHE;

[Tocne Toro xak Thl BBIMEIIL C CaifTa, TJe BBOAWI JMYHYIO HH(OpMaIHIO,
3aiiIi B HACTPOUMKHM Opay3epa u ynanu cookies;

[Teproaudeckn TpoBepsiii, KaKWe IUIATHBIC YCAYTd aKTHBHUPOBAHBI Ha TBOCM
HOMEPE;

JlaBaii cBOl HOMEp MOOWJIBHOTO TeiedoHa TOJBKO JIOJSM, KOTOPBIX Thl
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nomkeH OBITH BBIKIIOUEH, KOrJda Thl MM HE mMoJb3yemibcs. He
3a0bIBail HHOTIa MPOBEPATH ITO.

Online urpsbi

CoBpeMEHHBIE  OHJAMH-UTPBI - 3TO  KPACOYHBIE,  3aXBaTHIBAIOIIHE
pa3BiedyeHUs, OOBEANHSAIOIINE COTHU ThICSY 4YEJOBEK MO Bcemy mupy. Urpoku
UCCJENYIOT JaHHBIA UM MHp, OOIIAIOTCS APYr C JPYIOM, BBIMOJHSIOT 3aJaHus,
CpakaloTCsl ¢ MOHCTPAMHM H IIOJYYarOT OIBIT. 33 YAOBOJIBCTBHE OHU ILJIATAT:
MOKYNAaloT JUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIHH.

Bce atu cpeacTBa uayT Ha NoJepKaHUE U PA3BUTHUE UTPHI, 4 TAKXKE HA caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3AIMH, BBIMTYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJIs1 TPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomoGHbIX Urpax CTOUT omacaThCsl HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
Kpa)kH TBOETO IMapoJisi, HA KOTOPOM OCHOBaHAa CUCTEMa aBTOPHU3AIUU OOJIBIIIMHCTBA
Urp.

OCHOBHBIE COBETHI IT0 0€30ITACHOCTH TBOETO HNI'pOBOI'0 aKKayHTa:

1. Ecou npyroit urpok BezeT ceOs II0OXO0 WM CO3/1aeT TeOe HENPHUATHOCTH,
3a0JIOKHPYH €ro B CITUCKE UTPOKOB;

2. Tloxanyiics aAMUHHUCTPATOPaM UTPbl HA TIOXOE MOBEJACHUE 3TOTO0 UTPOKA,
YKeJaTeIbHO MPUJIOKUTh KaKHe-TO JI0Ka3aTesIbCTBA B BUJIE CKPUHOB;

3. He yka3piBail mnunyro nHGOpMAIIIIO B Ipodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;



5. He ycranaBnmmBait HeopuIaabHbIC TATYH ¥ MOJIBI,
6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jaxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [1oka Tl urpaenis,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUITHHT WA Kpaika JINYHbIX JaHHbIX

OObIuHOI Kpaskel JeHer U JOKYMEHTOB CETOHs Y>K€ HUKOTO HE YAMBHIIB, HO
C Ppa3BUTHEM WHTEPHET-TEXHOJOTUH 3JO0yMBIIIICHHUKH TEPEMECTHIINCh B
UHTEPHET, U MPOJOKAIOT 3aHUMAThCS " MIOOMMBIM" IEJIOM.

Tax mnosBunach HOBas yrpo3a: HMHTEPHET-MOIIEHHUYECTBA WJIM (DUIIMHT,
IJIaBHAs LEJb KOTOPOTO COCTOMT B MOJYYEHUH KOH(PUIACHIMATBHBIX JAaHHBIX
M0JIb30BaTENEN - JOruHOB U maposieid. Ha anrmmiickom si3bike phishing yurtaercs
kak ummHr (0T fishing - peiOHas 0B, password - maposs).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cneaun 3a cBoMM akkayHTOM. Eciu Tbl mojo3peBaceiib, YTO TBOSI aHKETa
OblTa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ W COOOUIMTH
aJIMUHHICTpaToOpaM pecypca 00 3TOM KaKk MOXKHO CKOpee;

2. HCHOHBSYIZ Oe30macHbIe Be6-CaﬁTbI, B TOM 4YHCJIC, HHTCPHCT-Mara3mHOB H
ITOUCKOBBIX CUCTEM,

3. Ucnonw3yil crnoxkHble W pa3Hbie Mapoiu. TakuMm oOpazoMm, eciu Teds
B3JIOMAIOT, TO 3JIOYMBIIUJICHHUKHA TIOJIY4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo U0 B CETH, a HE KO BCEM;

4. Eciu Tebs B3noMand, TO HEOOXOAMMO NPEIyNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J100aBiEeHbI y T€OA B JIPY3bsAX, O TOM, UTO T€OS B3JIOMAJH U,
BO3MOYKHO, OT TBOETO UMEHH OYJET pacchlIaThCs ClIaM M CChUIKHA Ha (PUITMHTOBBIE
CaMThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIBHBIN Tene(OH;
6. OTKIIIOUM cCOXpaHeHue mapoJisi B Opaysepe;

7. He oTkpbiBail (ailipl ¥ Ipyrue BIIOKEHUS B MHUCbMax, Ja)Xe €ClIU OHHU
NPUIILIA OT TBOWX Apy3eH. Jlydille yTouHHM y HUX, OTIPABISIIM JIM OHH TEOE ITH
(baib.



Hudposas penyrauus

[udposas penyraiys - ’TO HeraTUBHAS WIM MTO3UTUBHAS HHPOPMALIUS B CETH
o tebe. Kommpomerupyromas uHpOpManus, pa3MelieHHass B UHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3uThcsl Ha TBoeW peanpHON >ku3HH. "Ludposas
pemyTaius” - 3T0 TBOM UMUK, KOTOPbI (hopMupyeTcs u3 uHPpopMmauu o tedbe B
UHTEpPHETE.

TBoe MecTo KuTeNbCTBa, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH
XapakTepa 1 pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICICHHO OTHOCSTCS K MyOJIMKalMM JIMYHOM
uHpopMaiuu B MHTepHETE, HE MOHMMAasi BO3MOXHBIX MocieAcTBUil. Thl maxke He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadus, pa3MeilleHHas 5 JIeT Ha3aj, cTaja
IPUYMHON OTKa3a NPUHATH TeOsI Ha paldoTy.

KomMmeHTapuu, pasmenieHre TBOUX (otorpaduil U Apyrue IEeHCTBHS MOTYT
HE MCYE3HYTh JaXe I0CJE€ TOro, KaKk Thl MX yJajiullb. bl HE 3HACIIb, KTO
COXpaHWJ ATy HH(OpMalMIO, Tonajga JMU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJIach JU OHA, a TJaBHOE: YTO MOAYMAIOT O TeOE OKpY’Kalollue JIIOJH,
KOTOpBI€ HaWAYT U yBUAAT 3T0. Haiitu nHopmanno MHOIO JIET CILyCTSI CMOKET
00011 - KaKk U3 100pbIX NOOYKIECHH, TAK U C HAMEPEHUEM MPUYUHUTD Bpel. ITO
MOXET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 0 3aIIUTE UPPOBOH pEITyTaIUU:

1. [Tomymaii, mpexxae yeM 4To-To MyOJUKOBATh U MepenaBarh y ceds B Oyore
WA B COIMAJILHOM CETH;

2. B mnactpoiikax mnpoduis yCTaHOBH OTPpaHUYEHHUS Ha MPOCMOTP TBOETO
pouIIL U €ro COACPIKUMOTO, CACNIal ero TOJbKO "/ist py3eit';

3. He pasmeniail u He ykasblBal MHQOpMALMIO, KOTOPAsI MOXKET KOTO-I1M00
OCKOPOJIATH UM OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE IIKOJBbHUKH - AaKTUBHBIE TI0JIb30BaTeNM  IHU(PPOBOTO
npoctpancTBa. OJHAKO JAleKOo HE BCE 3HAIOT, YTO TOJIb30BAaHWE MHOTUMHU
BO3MOXHOCTSIMH  Iu(ppoBoro  Mupa  TpebyeT coOmomeHuss TpaB  Ha
WHTEJUICKTYalIbHYI0 COOCTBEHHOCTb.

TepmuHn "WHTEIUIEKTyallbHasi COOCTBEHHOCTBH'" OTHOCUTCA K Pa3IuYHBIM



TBOPEHUSIM YEJIOBEYECKOTO yMa, HA4YMHAs C HOBBIX H300PETCHUI W 3HAKOB,
0003HayaroIKX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadpusiMu, KHUHOPUIbEMAMHU U MY3bIKAJIbHBIMU MTPOU3BEICHUSMU..

ABTOpCKHE MpaBa - 3TO MpPaBa HA HMHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTHh Ha
MPOU3BEJCHUSI HAYKH, JIUTEPATYpPhl U UCKYCCTBA. ABTOPCKHE IPpaBa BHICTYIAIOT B
KaueCcTBE TapaHTUHM TOTO, YTO HMHTEIICKTYaJbHBIM/TBOPUECKUNA TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeAJUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 0e3
paspelieHus aBTOpa HE  MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacmpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJIHATH, MOKA3bIBATH/UCHOIHATH B dQUpe WU
pa3mears B MIHTEpHETE.

Hcnonbs3oBanue "muparckoro” nporpaMMHOIO 00ECIEYeHHs] MOKET MPUBECTH
K MHOTMM pUCKaM: OT IIOTE€PH JIaHHBIX K TBOUM aKKayHTaM 10 OJIOKMPOBKU TBOETO
YCTPOMCTBA, T[J€ YCTAaHOBJIIEHA HeleraiapHas mnporpamMma. He crout Taxxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJbHbIE U O€CIIaTHbIE MIPOTPaMMbl, KOTOpPbIE
MOYKHO HalTH B CETH.

O nopraJe

CereBrn4OK.p( - TBOM IJIaBHBII COBETYUK B CETH. 3AE€Ch Thl MOXKEIIb y3HATh O
0€30MacCHOCTH B CETH TMOHSATHBIM U JIOCTYIHBIM S3BIKOM, a NMPU BO3HUKHOBEHHUU
KPUTHUYECKON CUTyallMM OOpAaTUThCSA 3a COBETOM. A TakXKe NPUHATH ydacTHE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !



